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liTtmewi 
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'fliA"u'hsn'ty-isvrom9-13,,T.141-rivI-1 

1)111,fitl,16gLLZ'n'f166dfIlTv`i'IWI53-11/FALgflYITedflkl1M11 	 filV11,Wa'1111-i'M1114 

TMlilViDli"211i'llhZ- ',111VTLIMMTUU'IML=11.4911frATI-4111i'flIT-101'313-13-i148111Mil'011IN'IAIAVV1 

wnoun/im -qTaffrthL-f-nviA"\wialid 

ID 0 Thz-,nnmcd lAuf-rin 	 1.61914TUltILL,LLWI 

1D1cr-o" 

ID ID iiT,m-IvniVmliitYlA'uAlavi'TutimsinrYko...-,m9K 

frli'fl 'H '189 '13,13-1-W1 ALIRDOil'UA' 114V1 45g141,11K 664f1WVLIT`511311/11A 

UflY1M.1116.b111-11i5L'filHd 1J L &114 A\Id 
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21'0 a' IdTS11_11 UTI-dfflY1 WY1 3-0-T1-0111_1DMAtJA'ILIV15W141,1fI(Pl 	 31 

911fil r 'W19S.lfl1T11,111-ATE`U'lt1 

(G)) eil:L111;115 C4'1141111_01 friklIdAD3-1WAVID41,M1-141i/1'11.4 V1 71A93-1 

61151411-41S11M 

(1u) at.1 1_11S11)496,1MUITIJO:gflIA 
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(al) fil9114M:11AMS'DINI'13-114ISJUltlin::,'LLIdTLIPITI'iiiS'MI,91d 

111-MY1 11VITAMnii'Ll1111141SJUltiDsi'llci,IDUNL' 	V4A 

'-n-dffi ri rli r)'IEZ:AtJVITYD\114TUIY -ISJ 

(G) f1151,iiiii\VOIVM1Jq3-IfIltii\Y114V1W1,41Y1M 

311.4111Mil'iZ,'VATAITITY1MTUTFINOldLYWILLfiejTill'11,1DdllYi`Al 

TD-197113-1111 GNi1Y11-1 

A:,3-1GITD\1 °Ylklj dfir3,ifillLUOLNU 

(k) 115z1nJO'1501,1111HInZ.5:1;111_1ADAIIV1V15VIAVIM 

ilUTTJU'lflT1,1 fM 1:111 '1 V 1 f1 Z"111JV1VULYIKV,ITA' 34'1V15.1114TMJ31f1T51,1> E11 

ihnflYILL:',iMl,f1ULYIRTI4T'ariON141,11V10114113,1Williki 3111101Tfll:',.,1_11Jg'1V1,111/1K1,1,RZ,'ZIFLI 

(33-101 V-11,1>N 1 d9f11:altdflTil rlIdl,fiflTlY10'13-19'5t11/711'114TA'MAA 

(a)) f-ifl'IWY390'D`LILIMV1i5n31148913-11A[11P-11,a15g11,11F1 

311-,ITSJIMT14f11V1`)-(30DUIn:',111,11148rY13-11AS11 f1951f1111119'13-11U1L1a,' 

fi'1111,1 M 1r1 V1 WI'lT1,1111MTLIVp-INT-11,11,dEllk11,10'1501,11,11K 

f115'1\119'12,--1:?;MrY11-1Lii'lTSTI,tfrITiftlliVrINTALYIFILL'..°5111_1 

VIV3-IfAirAWD4 

3114TUIPUTIdfrl5N 'i'llM913-1PrI13-1LiilTS 

°LID 	-ViD4- 1111-0111 'IT!ii'ltilViiI VW1liq3-11115Til'IldTt,'119JV'IN141.11Vi (access control) 

(G)) 

(k) klfT'11)11-01V13-1 

UTUUltif/iLNUThAfiLIDlitlylVI f115f1TW1dl9IYIt' 111D1193-11J11-r1S'il'al 

1111,19S11914 

(m) -1" `alfilVII-dMISIUQ61_11_15:50151°21D.IiiMp'1A'LlMrIr13-101k1J 

Mr313-1A'LJTD1i1D3p 	 T.",1.1nr3MilLii`leil UR:" 

tiD111'11fIrlLijr161 



110 `0 	 '1T4'M11`15 11 	DITil'114 (user access management) IAD 

MliqN1Y1TAi rltilT:'ArLig'IVI4LY1011,Q1Ar*Ui'liDltYlVIAQ 2I S n'15 

 g5`11nrY11,191TV11113D1MT1143:11MlliDMITUV'15W141:11K (information security awareness training) 

LIADIV112114111,fritilS'Iflf,j4 113,1Dii"LiDlifijr1V1 

(a)) Wi'llWY114,8 rY13,1LilrI G T1)'111"1-Jegii191.4 MrY11,1 

VINVI'13,11,1)13.11t03,1 

(D ) 11 15 	(user registration)I'Dlfi'iviug'iniIiloyfiviir11 

f1V141125VlifljnviA'111T1 

(n ) fl'iTLAWIT4'MfYIRYM1V4iil`11.4 (user management) 2'1D1 (4'VITI'liTlfri 

M r111211,1LIMZ4r1fYMRVIVLVIDLii rltilLIMIlii1M4T.51-1LIMW1.4LY10-Toire4MVIN 

PrY13.1 LV11,1'1:',V1,1 RYIt'1716n1 66RZRYIH14 141 

Ihirl21D1fY1if195621111 

fli51151 '154'Vlfr5/1'M,191.ATIA"1J52fl'I1d (user password management) 

(1) fYIT111-111‘11.4RY1tYl%fl'IfIlTV15ii \I'11,1 (review of user access rights) Glen) 

' '41 TI'afITn_l r)14fYlTYVIJVITLIRYIt'fIrlle11710ili Til`11,1T,',1_11JVflg141,YIK 

V1'134T.t1J1',InRtAf191)11 0-115 

31119WhVII4V114'lliPTINi'LlrlVITiDUTJElegiS'1714 (user responsibilities) vilk 

liD11)%111Th51'1tilIMU6I ,I6Vi'LlDlitY1M 	MLNE 

V'lgIdLYTOILL&t:fr11171IMMi liflfl.iliTn, 1M,1V901.4LYIK 

(a)) tirtTif'lm.45`XMinu (password use) iihviumuurnIDITPVIMimiKtiegiilhu 

TufmriqmotTfA-Msim-,A finTilm,a13(v-11.4 

friTilDlriuviit-m-1,111angz,-fii/11515is'lmAvnt-1d fi'111114 61,1471*-711711  

LAVIID1fY14liTIVirIZIMMI,I'lflIfirltilVflfl:i'llDlInirrii 1'114 

fl 15~T 	 13,1111il/Ngl4W-INI,ILITIMI.L:511'1%\l'ild (clear desk and clear 

screen policy)i'Dlvirluq3-113-iTl'hii"w6R`i,AV2Mgvvivi 62514  6ennc715 del 

PD1,1fAIrILVIDIADV1V14LITIM 



TV1U0111,111M 

(al ;:iiTii191.4i\I'LlDOVI'13-1"5-nllUtl'i'lc;i9fifrli"fIWIHT-13-11_17.YNYV11 

3111'1191Jq3-IfIlTfirltiALMIDThE (network access control) LawtiDliii4im 

(6), 

(ID) n-iFict4611.4A'r-nlm8A'-roi'tiegii\r-ii.,AilDsjnisiuDn3AwfrIminALisilT)13,i 

Vii'l'1141AMilUld,litIN'15MMTIMID1111-19U1'114-bi 

(cri) flr15Z1M_If15t1,1111,11,8riMilU (equipment identification in networks) 

It'f)-1.5frio-mr-iwnmtint-110LNA'friiitiTA" Li,r,m95T:isn15-ff,irgtInt-11 

fl'ITLilfil,t11\14Vrill'UTVIi'cLJVh-99MnILLn_1-1'1JLLVillq_111 (remote 

diagnostic and configuration port protection) '-i'Olt,I91_1q1-111'IT!tiltillAra40 

L81V7irlF1 

(al frITALIALLUMADirlt1 (segregation in networks) 'I'V\IIii'lf1151,1,1i11.1,Ufl 

LRID`211Z1213-1f13-17111J1fIrl`M0141,111Vi 	 Ltmclm)--1°H\15nicti 

(-0) n-iwirniq3-An-ITAwivr-)11,81afinu (network connection control) kl 

:,'Mei'llV11„19U1r11,166YiNDMMk1fil_lilDLIDITAfMRQUy-IfYI50.1101 

(o-V) fr158TUNVfll'54'MI,141(1111_11,11,RIDli'Th (network routing control) A'D1 

8TLIN3-If115i'VlLh'1411111Y141,RIMilSJCADTIY1f111SIDPViVilD1HD3A9L2D4 

LLR:5f1'11Psi'1141;11DIV11,1t11-171D\I'liDkliVII'flglW1,11.11KVDM11fil_liiV 

IlaflqW1QUT,Iflidi'ltiAll1DflrITLiTr,f1V1141'1'114V13-111'15r1S 

°211-D ce 	n'TwIatiyAnnCintil%L,'Llift_ID'afm (operating system access control) BID 

(G)) fliWT11111-01°A-4VIDIdlibINLIADflq5Lii'lTilTIATI-0111)VP11 

Tr,11111iD11-0111'1TiL'A'DJHQUq3-lin 
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(1D) iv),`,'y,iz-,'f-ii-46-1-42T9vIletifll i Tif1'-icki (user 	identification 	and 

authentication) ' -iDllilvic)-01 66V,Tilln't-aTiiD,Qvunns'ff,s141M3-rmIT,-,1_ 

awcA'afqiiiii,tRDuvinlaiwil8 G-6-0-1n501461,aavn-riii 

(01) fl'ILITVLITMf-Irl5T13LiVkITI-d (password management system) ADli'mvi'n 

(interactive) vil'arinn5Vin171.4%aribm.',M143:1P 4lt,j'oiDantincifiektm 

fl'ITil'11dIlhLLfl3-1D5WIT5AETS1-d (use of system utilities) 89Y4'1f10 

MQ`LIqJ-IfilTii\Y11-alliLL1153-11h1.ADYM55t1ThL'IUTI-d 61!\11 VIID\16141. 111,i1M 

IADVIAIIIAS.113-11 V1 '5 fr1HT13-13:1VIlliDMilUWA)1111140T7iVii'VIAVaTjlA9 

LVIDV1 frM 111,514 T1 f1f11Tii1 r11 664L'EnrIThillt'AtOifIltiiT-11,VJZ;111) 

0'15V146YIKII1.4 (session time-out) 

(`D) filTi'16MLTZ1,91f1'11AD1,1Via511.ILIWIT -6.4141,31C°1 (limitation of connection 

time) "l'D14'160Tc1,11:ArIMT`I-dfrnLOW-1DISNN'DTIUHrr11-1-T1.41\11_iDVI,Iltn-lifI 

F1141-dA'111.illnitIWI01,11, 11011;11UDIAllALVIil4i/1118rY13-16jUll-1 

Mr313-4A -wig il l 

p o 311111(31_13-1friLiklellTihl,Lf13,11inla'MTILLD9/11A11,Ri141,1,2_:N'IN11611M 

(application and information access control) ilfr1WITUF13-1 yin 

(G)) friTi'lfTfllTfilltil's-41 .5VULY1fri (information access restriction) 

vriDm 911 q 3-1 11T5Liilt111111iirIT :g111-VilD1P'jTii111411Z1JVlalf1WhU 

V 1-11_10104 f11 1, iilTii111 66,011TA101M01.41Y1R1,1341fii'14 (functions) 

tD1T`LIT,Lti3-11.1:,'qnvivriDLLDIAiv ■CALnif14 vtramti GOiVDD1v13-1 

uTuunuRQUT-IfIlT,i'llillgl0141,111611Df-h111-0115 

(1D) %.51J1_14119VIDfrITLIfITI-d VINRfIT. -,1/111LL&';VIHT -13A1At1JV, \IVIDDlgfl 

'15Llf1M6S1f1DVIlrilll5 n_11J&I 	L1, 1:3111'1589Llq3-1gfillAILLW1-1°21V1 

VIULDITMJLM\ITZ T14-1f11W1911q311h1WIMPfIrdLVIDiLLRADNrIWIODI-411 

LI, `ZI-1151iDirA\V-1141f1.11'1U14Df101&I (mobile 	computing 	and 

teleworking) 



(cri) fr1 M911yllifl5t11M3-AqtADILMIADA1T,801-M 

LBnl'I 25 frITALV13,L1 Z1,1 13\lalifIliDAV15VidLY1S1f1HT1341AUT21D1fl'lTi'l 

'PR lif15t-11V11-117\191MDiLLZd'OMTAMS1 

friTLi011114SlffirSJUffl'll'if1T -114 (teleworking) 

LLN14171,t LMMT1-01MdllirALaalii'liTiS1111_1f115tel_711'1W1gfTh 

rilflITM1dDflAHIlf11114 

31111.49qaf1151M11,1;aZfl:A1 14:630 

( 0)l' 'D 117\l'cV1 t14 '1 A'MIAafILMZ4'Mlill`dZii1A'1D1111,1)1WIZ3-1TI'A`41dgillIA1 

LLani11111-01MX13-Itqldfl'15151`h3 cp 

(ID) 'N\I'n171 '11,1, NI-d 1, Vrit.13,1M93,11A,1iV3-Iflti:NflLQ1-,ITI4f1t1117;13-jW1W -1t1 

AlL*klfrIA'rAfAfrITVIrAlhYlTaf111 5  LaDTI'AA13-1'15f1 G iJj \I'll,V5T-1`73W14LYIVI 

l91t113-11if1GlMillkLiVA imsirolctiTtnillusrpo-limwynn,N5TD-In--d61 

9,n 1, Q1,1 1119VAMP1W`Lii"LITifrA'Mj1ALVIWItV4-1LB`DG'IM'e]AfYlifirnTi 

1`1142'11-1flWN 

(cri) "I'D\91-1f-Mfl'11111MVI`C,V1111,VNLWY13.-1.iiAM51%1JTallIC.M1151,9-lLl/6-4`‘'rlAMID11 

LIMZ11'1'54WV7'ILINLIIMM3-411031n -cit-11 9, fltQu 

T14115 t-ii-dfriT31A13-11tilLi7114frar3U'rAtTlYLALfIlifdflg 

(a) k 13111r1 TVIMV'a ctiViIMAIYAVTITii\Y114?1151:1_11.JM5W14L111M  5 1J 11 15e1~ 

mfl 

nnwimAlomirr-mtitplinTUDIVITIALviwAfl 

fl'llAIM rY13-lidtaltM3J .TIJIA'71D11,01&`.;914T114 

21 r7 01D V11111YISVM11ZliTarlI4Mr111,11,dtilklclalV1,111/1H IMMILdD111 

(0) i'MT17111f115M5T/VDULL=1_15Z1,311019q3ANA''114V15W141,1/1Mfh'I`31nM 

7114f11J5L'ITLIMgl-WVIM (information security audit and assessment) fldn\1 

G) 

) 1-110 T3VDLILMV1_1540114M13,11Atil'W,12111,1114fM IMSJP:IVIT3WOLI 

STMT14111drIt11914Valil (internal auditor) VilDTV1Ur:IVIrISVDIJb‘V:*11-4 

VIT13411-0111] DOil'UT1111IT.11-dDfl (external auditor) L3NO GNi3IIdrIS.11114VD1 

illiPM 111 e115 :,:h1 M913AtIlLLRZTALJWY134-TWITLIWOMilUN1V141,11H 

?J'alq141'11,1 
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MT-111LOUVLIU 

eIniluniTtVavn 3-4 LanuTunninnvi-otlffiATun -ii'fiu -wrrnAli,m11.1Dmii-Onckio-v-dou Lvivi Ism] 
filV11,-,MTIV61J1.11TrJ1liVjA 4131111dAI LI, i'uro1 lIDUP-11,1 V'lNULYIKnA3-111'111(1U1ACiUATV13-i Lli14 

A711,1COUVMS1 

LJT:,'fr1R f1d rY1-(1/19 	IA 'a 14 10AJ1JSfl 	W.A. ID1-ro 

( .71 Kn wmnsn.5g ww.il Lwra 

D t' fi n.5101 3,1 vri`l cvi tyas_i LiuA Tmi 
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